1. Navod nainstalaciu certifikatov

1. lhned po obdrZani certifikdtu na pracovisku registracnej autority DTCA vykon&
Ziadatel’ na svojom PC in&aléciu certifikéatu.

2. Z diskety, ktort obdrzal na pracovisku registracnej autority, spusti kliknutim stbor
XXXXXX.htm (XXXXXX — predstavuje ¢islo certifikétu), kde sa mu zobrazi ponuka
»Instaluj”.

3. Potvrdenim tejto operécie sa vykona indtalécia certifikétu.
Upozornenie: In&alécia certifikatu musi byt vykonana na tom PC a pod tym
uZivatePskym uétom, kde bola generovand Ziadost’ o certifikat.

4. Overte, ¢i sa certifikat spravne naindtaloval. V prehliada¢i www stranok Internet
Explorer vyberte z hlavného menu polozku “Tools’ (Nastroje) a nasledne “Internet
Options” (MozZnosti siete Internet). Zobrazi sa Vam dialdgové okno, v ktorom je
potrebné vybrat’ zdlozku “Content” (Obsah) a st tlagidlo “Certificates’
(Certifikédty). Vyberte v zobrazenom zozname pod zéloZkou “Personal” (Osobné)
certifikét, kde budete vidiet VaSe meno resp. nazov vaSg spolocnosti. Oznatte
certifikat kliknutim nan a stlacte tlacidlo “View” (Zobrazit). Ak sa v spodnej casti
dialégového okna, ktoré sa zobrazilo nachddza symbol kI'G¢a a napis “You have the
private key that coresponds to this certificate” (Méte sikromny KI'G¢ patriaci k tomuto
certifikétu) je certifikét spravne naindtalovany a mdzete ho zacat’ pouzivat'.

2. Vytvorenie zalohy (export) certifikatu a sikromného klac¢a

1. Pre vytvorenim zélohy je potrebné vykonat’ in&taléciu certifikétov podra bodu 1 na
PC apod uzivatel'skym u¢tom, kde bola generovana Ziadost'.

2. V prehliadaci www stranok Internet Explorer vyberte z hlavného menu polozku
“Tools” (Nastroje) a nasledne “Internet Options’ (Moznosti siete Internet). Zobrazi sa
Vam dialégové okno, v ktorom je potrebné vybrat’ zdloZku “Content” (Obsah) a
stlit tlacidlo “Certificates’ (Certifikéaty).

3. Po zobrazeni zoznamu certifikatov v zaloZke “Personal” (Osobné) oznacte (kliknutim
nan) certifikét, ktory chcete zohovat' a stlacte tlatidlo "Export ...“ (Exportovat’
certifikét). Zobrazi sa sprievodca exportom certifikatu.
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Welcome to the Certificate Export
Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
stare ta your disk,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and conkains information
used to protect data or bo establish secure network
connections, & certificate store is the system area where
certificates are kept.

To conkinue, click Mext,
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4. Stlactetlacidlo “Next” (Pokracovar).

5. obr. Export Private Key - zobrazi sa dialdgové okno s vyberom Udajov, ktoré sa maju
exportovat’ )
- Vyberte “Yes, export the private key” (,Ano, exportovat’ g siukromny
krac*)
- slactetlacidlo “Next” (Pokracovar).

Certificate Export Wiz: x|

Export Private Key
‘You can choose to export the private key with the certificate,

Private kews are password prokected. IF wou want to export the private key with the
certificate, wou must tvpe a password on a later page.

Do you want to expart the private key with the certificate?
% Yas, export the private key

™ Mo, do not export the private key

= Back | Mext = | Cancel |

6. obr. Export file Format - zobrazi sa dialébgové okno s vyberom formatu uloZenia
kruca a certifikétu

- Zvolte moznost' “Personal Information Exchange — PKCS #12 (.PFX)”
a zaskrtnite vol'by , Include all certificates ... (VIoZit’ v3etky certifikaty...)

- Zvolte ,Enable strong protection...” (Povolit silnd ochranu ...). !l
Nezaskrtavajte volbu ,Delete the private key .." (Zmazat' sukromny
kruc).

- Stlactetlacidlo ,Next” (Pokracovat).

Certificate Export Wiza x|

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Format you wank bo use:
" DER encoded binary, %,509/(, CER)
! Base-64 encoded #.509 (. CERY

" Cryptographic Message Syntax Standard - BRES #7 Cettificates (E7E]

™ Include &l certificates in the certification path if possitle

¢ personal Infarmation Exchange - PKCS #12 ( PFX)

v Include all certificates in the certification path i possible
v Enatle strong protection (requires IE 5.0, NT 4.0 5P4 or above)
[ Delete the private key if the export is successful

< Back Mexk = Cancel




7. obr. Password - zobrazi sa dialdgové okno s vyzvou k zadaniu hesla
- Zvorte s hedo, ktorym bude chrédneny vas sikromny kI'G¢ po exporte.
Heslo napidte do oboch textovych poli. Hedo s zapi&e i na papier,
pripade priamo na CD aebo do iného siboru tak aby ste ho mali
k dispozicii neskor, v pripade, Ze budete potrebovat’ sukromny KI'd¢ so
z&8ohy obnovit.
- Stlactetlacidlo ,,Next*”.

1
Certificate Expor x|
1
Password

To mainkain security, wou musk protect the private key by using a password.

Tvpe and confirm a password,

Password:
I****

Confirm password:
I****

< Back. | Mext = | Cancel |

8. obr. File to Export - otvori sa dialdgové okno s vyberom nazvu stiboru pre uloZenie
exportovanych udajov.
- Zadajte ndzov suboru, do ktorého chcete uloZit’ exportované tdaje.
- Prevyber adreséra pouZite tlacidlo “Browse” (Prehliadat)).
- Pokradujte stla¢enim tlacidla “Next” (Pokracovat)

; S
Certificate Expor! x|

File to Export
Specify the name of the file you want to export:

File name:

Dala Browse.., |

< Back | Mext = | Cancel |

9. obr. Completing the Certificate Export Wizard - zobrazi sa vyzva k potvrdeniu

exportu.
- Dokoncite export glacenim tlacidla “Finish” (Dokongit).



- Slkromny kI'G¢ sa spolu s certifikatom uloZia do vami zvoleného suboru.
Tento stibor ulozZte na kvalitné zalohovanie médium (napr. CD, disketa sa
nedoporucuje) a toto uloZte na bezpecné miesto (trezor, uzamykatel'na
skrina kam mate pristup len vy a pod.). Nezabudnite si na bezpe¢né miesto
uloZit' i heslo, ktoré ste s zvolili.

X|

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the following settings:

File Marne CH\Dac
Expart Keys Yes
Include all certificates in the certification path  Yes
File Format Persan.
L J 2
< Back | Finish | Cancel |

3. Obnovenie (import) certifikatu a sukromného kPuéa zo zalohy

1. V prehliadati www strénok Internet Explorer vyberte z hlavného menu poloZku
“Tools” (Nastroje) a nasledne “Internet Options’ (Moznosti siete Internet). Zobrazi sa
Vam dialégové okno, v ktorom je potrebné vybrat’ zdloZzku “Content” (Obsah) a
stlacit’ tlacidlo “ Certificates’ (Certifikaty).

- Stlactetlacidlo “Import ...” (Importovat’ certifikét)
2. Obr. Welcome to the Certificate Import Wizard - zobrazi sa sprievodca importom

certifikatu.
- Pokratujte stlacenim tlacidla “Next” (Pokracovat).
x|
Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists From vour disk ko a
certificate store.,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or to establish secure network
connections. A certificake store is the system area where
certificates are kept.

To continue, click Mext.
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3. Obr. File to Import - zobrazi sa dialégoveé okno pre vyber stiboru, v ktorom je zéloha
certifikétu a sikromného kl'aca
- Stlactetlacidlo “Browse” (Prehliadat)
- Vyberte na zd&znamovom médiu, na ktorom ste si stikromny kI'G¢ a certifi-
ka zaohovali, sibor obsahujuci tito zalohu
- Pokratujte stlacenim tlacidla ,Next* (Pokracovat).

Certificate Im x|

File ko Import
Specify the file you wank to impork,

File: name:
CACAVWERTIF~1\MUSCIK~1,PFY Browse... |

Mokte: More than one certificate can be stored in a single File in the Following Formats:

Personal Information Exchange- PECS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7E)

Microsoft Serislized Certificate Stare {.55T)

< Back | Mexk = | Cancel |

4. Password - zobrazi sa dialégové okne pre zadanie hesla a nastavenie bezpe¢nostnych
atribltowv.

- Zadajte heslo pre pristup k udajom, ktoré ste si zvolili pri vytvarani
z&lohy.

- Zaskrtnite polozku ,Mark the private key as exportable’ (Oznatit
stikromny kTI'G¢ ako exportovatelny).

- Volitel'na polozka ,Enable strong private key protection“ (Zapnut' silnu
ochranu sikromného kraca). Ak zvolite tito polozku, budete pri kazdom
pouZiti sikromného kI'iica musiet’ toto pouZzitie potvrdit’ ato bud’ zadanim
pristupového hesla (Uroven zabezpecenia ,High* (Vysokd)) alebo
odkliknit  zobrazené varovanie (Uroven zabezpecenia ,Medium*
(Strednd)). Ak zvolite tito moznost’, budete v d'alSom kroku vyzvani zvolit
aroven ochrany (strednl alebo vysokl) apripadne zadat' heslo, ktorym
bude sikromny kra¢ chraneny. Ak tito poloZku nezvolite, nebude musiet
pri vytvarani podpisu potvrdzovat’ pouZitie sikromného kl'Gca. V pripade,
Ze budete pouzivat' sikromny KkI'G¢ (aplikéciu na podpisovanie) vel'mi
¢asto, odporucame pre zjednoduSenie préce tuto polozku nezaskrtnut, teda
nepovolit’ silnd ochranu sikromného kraca

- Pokradujte stlacenim tlagidla,,Next* (Pokracovar).



Certificate Import Wiz |

Password
To maintain security, the private key was protected with a password.

Type the passward for the private key,

Password:
I*:k:lulc

[ Enable strong private key pratection. You wil be
prompted every time the private key is used by an
application if wou enable Ehis option.

W Mark the private key as exporkable

< Back | Mext = | Canicel |

5. obr. Certifikate Store - zobrazi sa dialdgové okno pre vyber UloZiska pre certifikét.

- Ponechajte oznaceni moznost “Automaticaly select the certificate
store ...” (Automaticky vyber UloZiska certifikatu ...)
- Pokracujte stlacenim tlacidla“Next” (Pokracovat).

Certificate Import Wiz x|

Certificate Store
Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or you can specify a location For
¥ Automatically select the certificate store based on the bype of certificate
" Place all certificates in the following store

Certificate store:

Browse,.. |

- Back, | Mext = | Cancel |

6. Completing the Certificate Import Wizars - zobrazi sa dialdgové okno pre potvrdenie
importu certifikdtu a sikromného kl'dca.

- Potvrdte import certifikétu a sikromného kI'G¢a pomocou tlagidla “Finish”
(Dokoncit).



x

Completing the Certificate Import
Wizard

ou have successfully completed the Certificate Impork
wizard,

ou have specified the following settings:

Certificate Store Selecked  Autornatically determined by t
Content PFX
File Mame CACAVWERTIFA 1\ MUSCIR 1,
l | ©
< Back Finish | Cancel I

7. Okno sprievodcu importom certifikdtu sa zavrie a zobrazi sa notifikacia o UspeSnosti
importu.

Cert x|

@ The impark was successiul,
f
Ok |

8. Overenie spravnosti naindtalovaného certifikat

-V prehliada¢i www strénok Internet Explorer vyberte z hlavného menu
poloZku “Tools’ (Nastroje) a nésledne “Internet Options’ (MozZnosti siete
Internet).

- Zobrazi sa Vam dialdgové okno, v ktorom je potrebné vybrat’ zalozku
“Content” (Obsah) a stlacit’ tlacidlo “ Certificates’ (Certifikaty).

- Vyberte v zobrazenom zozname pod zdoZzkou “Personal” (Osobné)
certifikat, kde budete vidiet’ VaSe meno resp. ndzov vasej spolocnosti.

- Oznacte certifikat kliknutim nan a stlacte tlacidlo “View” (Zobrazit)). Ak sa
v spodnej casti dialdgového okna, ktoré sa zobrazilo nachadza symbol
kraca a népis “Y ou have the private key that coresponds to this certificate’
(Méte stkromny krac patriaci k tomuto certifikétu) je certifikét spréavne
nainstalovany a mbZete ho zacat’ pouzivat'.



